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1. INTRODUCTION

1.1 This document outlines the policy and procedures governing the Government
Procurement Card (GPC) scheme for purchasing across The National Archives
(TNA). It outlines the roles and responsibilities of Card Approvers, Cardholders and
the GPC Management Team. This policy applies to ALL elements of TNA using
the GPC card.

Note: all staff involved in the administration of the GPC or who require a GPC must
read this document prior to applying for a card.

Staff should also refer to Finance and Procurement policies as not all policies that
govern purchasing and payment practice in general are specifically described here.

1.2 GPC Governance and Assurance is required within an overall framework of checks.

These are as follows:

• Separation of duties.

• Demonstrable audit trails.

• Meaningful and regularly produced management reports.

• Data integrity checks and compliance checks.

2. PURPOSE OF THIS DOCUMENT

2.1 The policy and procedures set out in this document are mandatory for all TNA staff
and particularly the following:

• All GPC Cardholders
• All GPC Cardholders' Line Managers
• Budget Control Officers and/or TNA staff members authorised to approve

cardholders' card expenditure.
• Procurement and Finance staff involved in all processes and operations

associated with the issue, management and use of GPC cards and the
subsequent accounting processes.

2.2 Deliberate breach of these procedures or misuse of the GPC card is a disciplinary
offence. (Refer to the Staff Handbook, for information on misuse of departmental
resources).

3. WHAT IS THE GOVERNMENT PROCUREMENT CARD (GPC)?

3.1 The GPC is a purchasing card. The GPC card is similar to personal Debit Cards and
can be used as an alternative method of payment for low value orders (typically under
£1,000), purchase of goods and services and travel and subsistence costs. The GPC
card operates in the same manner as a normal "charge card" and is issued with an
individual transaction limit and a monthly expenditure limit. These values depend
upon card usage and may be amended with appropriate authority. All cards issued
are now Chip & PIN enabled.

3.2 However, there are no "Credit" facilities and balances shown on statements have to
be paid in full each month by TNA. The application and issue process of these cards
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to cardholders does not involve any individual checks on the cardholder's personal
financial status or credit record.

3.3 GPC is designed to facilitate high volume, low value transactions (typically under
£1,000) and to provide an easy method of meeting travel and subsistence costs. It
provides the means and opportunity to improve flexibility and lower the costs of
procurement. It is also useful for staff having to meet unexpected costs by:

• Effecting on-the-spot purchases up to individual credit limits
• Simplifying the payment of invoices by the consolidation of items onto one

monthly statement/invoice from one vendor
• Meeting TNA's targets for prompt supplier payment
• Automating the payment process and thereby supporting our goals for electronic

procurement
• Avoiding the expensive resolution of non-matched transactions

3.4 Each card may be issued for a period of up to three years. Together the cards
provide enhanced management information to help monitor and evaluate TNA's
purchasing activity, which in turn assists in the control of business related
expenditure.

3.5 As with any other charge or credit card, purchases made using the GPC are accrued
on a "Monthly Statement". Cardholders will be notified by e-mail that their statement
information is available and will be asked to verify expenditure items using the
functionality of the CBO system (workflow e-mails).

3.6 Payments to suppliers are made quickly via their bank, once the goods or services
have been despatched/utilised, and one payment per month for all GPC transactions
is paid centrally by Finance to TNA's GPC service provider - The Royal Bank of
Scotland.

4. MAKING PURCHASES USING GPC

4.1. Purchasing

Providing it is for official purposes only, you may use the GPC for:

• Purchasing all low value goods and services within individual transaction and
monthly limits, from suppliers capable of accepting payment by Visa. Suppliers
on central call-off contracts must be considered first.

• Otherwise, GPC is always preferable to paper based transactions and is
particularly appropriate for ad hoc purchases, function/hotel bookings and similar
expenditure

4.2 Travel and Subsistence

Providing expenditure is for official business, this includes:

• Hotels
• Travel e.g. rail, flights, car parking
• Restaurants (excluding all alcoholic beverages)
• Other low value business expenses not subject to subsistence rates/rules.
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4.3 What the cardholder cannot purchase or obtain using GPC:

The cardholder must not use GPC for any of the following:

• OBTAINING CASH (The GPC card is not valid for cash advances)
• ANY NON BUSINESS RELATED EXPENDITURE or PERSONAL ITEMS

If you are uncertain whether the GPC can be used to purchase a particular category
of goods/services, please check with the GPC Manager.

4.5 Internet Transactions

The National Archives has reviewed its systems and procedures to allow purchases
on the Internet and to minimise the risk of fraudulent access to card data and
corruption of its ICT systems. Should you choose to make purchases through the
Internet, please ensure that the site displays the "secure site" sign before entering
card details.

These simple guidelines can make all the difference. For example you should never
disclose your card or personal details via e-mail.

The following practical advice will protect you and your transactions over the internet

• Use a secure browser, which will scramble your personal data before sending it.
These browsers show a broken key or padlock symbol if a site is secure. A secure
site can also have https:// instead of http:// at the beginning of the address.

©Shopping with uf if s«ft.

• Know with whom you are dealing by recording the retailer's full contact details -
not just the e-mail address - and if in doubt, telephone before ordering.

• Safeguard your order by keeping details of the exact terms and conditions,
including the returns policy and any extras such as delivery costs. Keep a copy of
the order form, making sure that the goods are satisfactory on arrival.

• Check your electronic statements and contact the GPC Manager for advice
immediately if you spot any unauthorised transactions.

• Never disclose your card or personal details via e-mail. Instead, use secure areas
of a site to enter any details, and if in doubt, order by telephone.

4.6 Transaction Limits and General Rules

Purchases must not be broken down in order to fall below the individual transaction
limit, however, if your particular needs involve regular purchases at a higher level
than currently agreed, it may be possible to increase the transaction limit on either a
permanent or temporary basis.

Requests for changes to transaction or card limits must be made in writing and
require approval of your Head of Department. The administration and processing of
such applications will be handled by the GPC Manager.
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5. CHIP & PIN SECURITY PROCEDURES

All cards are now Chip & PIN enabled. This provides greater security as instead of
using your signature to verify payments, you will be asked to enter a four-digit
Personal Identification Number (PIN) known only to you. It is simple to use and will
help to significantly reduce card fraud.

6. PROCEDURES

6.1 Applications for new cards

The GPC Manager will process enquiries and applications for new cards - the
application form template is available in Objective:

GPC applicati o n form. obr

Applications for GPC will be considered from any member of permanent staff who
orders goods and services and/or travels regularly on behalf of the National Archives.

You should create an application form from the template, print and sign and forward a
hard copy of the GPC application form to the GPC Manager. The approval of your
Head of Department must accompany the form or be included in a separate e-mail to
the GPC Manager.

No applications will be processed unless a correctly completed and approved
request and application forms have been received.

The GPC Manager will check the application and if correct will authorise the
application. These will be forwarded to The Royal Bank of Scotland for processing.
Records of pending applications will be kept for control purposes.

On receipt of the completed forms The Royal Bank of Scotland will issue the card to
the GPC Manager.

The GPC Manager will contact requestors to arrange for card collection. Cardholders
will be asked to read the authority, letter, confirm that they have read and understood
the contents and sign their card in the presence of the GPC Manager.

6.2 Cancellation of Cards

Cardholders are responsible for informing The Royal Bank of Scotland, Card Lost &
Stolen Line, immediately on 08706 000459 (any time day or night) if you suspect
your card has been lost or stolen or misused in any way. After reporting the card
missing, inform your line manager and the GPC Manager.

Inform the GPC Manager if you change your name or transfer to another
job/department, resign or if your employment is suspended or terminated.

If your card is cancelled for any reason, it should be cut it in half and the two halves
returned by secure means to the GPC Manager. Arrangements will be then be made
for a new GPC to be issued if appropriate.
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6.3 Transfer of Cards

Cards are specifically issued to a named Cardholder. They are not transferable and
should only be used you

In the event of a cardholder moving between departments, the GPC Manager should
be notified of the proposed change together with the required line managers' approval
if the card is to be retained.

6.4 Receipt of replacement Card on expiry

GPC cards are valid for up to three years. The Royal Bank of Scotland will despatch
the replacement card to the GPC Manager approximately 14 days before the renewal
date. The GPC Manager will inform the cardholder that the card is ready for
collection. Please note that failure to collect the card in a reasonable time may result
in cancellation of the replacement card.

6.5 Limits and Amendments to Limits

Unless specifically requested otherwise, the default transaction limit for GPC cards is
£1,000.

Requests for changes to limits must be made in writing and emailed to the GPC
Manager and supported by the Head of Department, showing justification for any
increase in the limits. The GPC Manager will process the application and will reserve
the right to decline requests for higher limits that cannot be properly justified.

7 HOW TO USE YOUR GPC CARD

7.1 Goods & Services

To place an order for goods and services, using the card:

• Refer to and use TNA procurement procedures which are available on NARNIA

• After identifying the goods or services required, use the appropriate contract or
framework arrangement (eg stationery)

• You must ensure you have the delegated contractual authority or have received
proper approval to place the order.

• Ensure that the goods or services identified provide best value in accordance
with TNA procurement procedures.

• In some instances you may need to ascertain whether the supplier can accept
payment by VISA. Some suppliers will require TNA to set up a 'card account' with
them prior to making the first order. In the rare event that the supplier does not
accept VISA, you may seek to persuade them to register as a condition of sale
and then refer them to The Royal Bank of Scotland

• Otherwise, ensure that the purchase price is within your GPC transaction limit
(including VAT and delivery charges) and that the monthly limit has not been
reached.
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Telephone the supplier, providing the following information:

• The cardholder's full name (as printed on the card), the cardholders card number
and the expiry date on the card

• The quantity and description of the goods/service required (including item codes -
where appropriate)

Note: Do not send card details by e-mail - it is not secure.

• Where goods are being purchased under a central or local call-off contract, details
of the contract, especially concerning any discounts that may apply.

• Clarify delivery date and address. Goods should normally be sent direct, marked
'Visa purchasing card' and 'for the attention of: (name and location)

• Ask supplier to confirm the net, VAT and total amount of the transaction, including
delivery charges

• Send/fax written confirmation of the order if requested by the supplier.

• Make sure an accurate note of the transaction is kept, by recording it in the your
order records/Transaction Log Each transaction should be given a unique
reference ID using the following format XX9999/0001 -Where:

XX Cardholders initials
9999 Last four digits of the cardholders card number.
0001 Transaction number 0001 for first transaction upwards.

• On receipt of goods, check that all items have been received against the details
in your transaction log and any additional notes of items ordered and update
Transaction Log

• On receipt of the delivery note, check all the details are correct and update
Transaction Log and/or records. Please ensure all delivery notes and receipts
are issued to the delivery address and not the billing address

• If any discrepancy is found, contact the supplier immediately to understand and
rectify the problem

• Contact GPC Manager if agreement cannot be reached. Enter details of any
refund on your order/Transaction Log.

• Copies of electronic statements and cardholder order records or transaction logs,
together with supporting documentation are required to provide an audit trail for
GPC card purchases. Your card approver may request sight of this
documentation each month to fulfil their role

7.3 Travel & accommodation bookings

Your GPC should be used for all expenses incurred when travelling on official
business, including the settlement of hotel bills on departure.
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The GPC should not be used for personal expenditure except in exceptional
circumstances. If a trip is a combination of business and pleasure, the business
element of, for example, a hotel bill should be settled by GPC and the personal
element on your own card. Hotels tend not to mind splitting accounts as long as
they are paid. Also, it makes it less likely that the items will be scrutinised by
HMRC, causing unnecessary work to the cardholder who will have to provide an
explanation.

Cardholders should use the Card BackOffice notification as a trigger to complete
a travel and subsistence claim form, for those expenses incurred that are not
reconciled through CBO. Forms are available on NARNIA under Human
Resources following the link to 'Forms'.

7.4 Receipts

Please note that because of HMRC audit rules Finance requires Cardholders to
send all travel related receipts to make them available for inspection. They
should be attached to a printed screen dump from CBO of the statement to which
they relate.

Travel and subsistence forms must be submitted on a monthly basis to allow
Finance to maintain an appropriate audit trail. Where payment has already been
made you will not be required to take any further action.

8 ACTIONS ON RECEIPT OF CBO ELECTRONIC STATEMENT

8.1 Card BackOffice

Card BackOffice (CBO) is a system designed specifically to aid the verification,
authorisation and reconciliation, of the monthly procurement card statement by
enabling it to be received and processed electronically. The software utilises our
internal e-mail system to inform you that statements are available to be accessed by
cardholders and their approvers for validation, account code and description update.
Once verified and approved the statements are returned for electronic input to the
finance system (FMIS).

Electronic statements must be authorised and approved within 5 days of notification.
Full details of how to use the Card BackOffice software are available in the Card
BackOffice User Training Guide.

8.2 Cardholder actions

If this is not received within three working days, of the 12th day of each month, contact
the GPC Manager who will investigate and ensure an electronic statement is issued.

Check the statement details are correct against supporting documentation and the
Transaction Log. Any outstanding disputes/discrepancies must be highlighted and
resolved. The GPC Manager should be notified immediately of any erroneous
transactions that cannot be reconciled against the Transaction Log, they will instruct
Royal Bank of Scotland to investigate the fraudulent activity. You will be asked to
confirm the erroneous transactions in writing.
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It is the cardholder's responsibility to ensure that the details on each monthly
statement are correct and that any discrepancies are rectified promptly with the
supplier.

Once any disputes are resolved, the statement should be verified using Card
BackOffice. If disputes cannot be resolved within the 5 day verification period, please
annotate the verifiers note box to indicate the action outstanding and send the
statement along to your approver and continue the dispute resolution. You must allow
your card expenditure approver sufficient time to check your electronic statement. By
delaying your own verification period you effectively reduce the time allocated for
approval.

It is most important that the above deadlines are adhered to. GPC VISA suppliers are
normally paid by their Bank within 4 days of the transaction being effected and TNA is
obliged to pay the Royal Bank of Scotland promptly.

8.3 Actions by Card Approver

The approving officer will receive an e-mail notification for each cardholder, that the
cardholder has verified their statement using the CBO system.

The approver must ensure that all cardholders for whom they are responsible verify
their electronic statements on CBO and can provide copies of the supporting
documentation if required and Transaction Logs by the 5th day following statement
issue each month.

The approver should review the Electronic Statement on the CBO system and
confirm that the statement accurately reflects the sums of money to be allocated to
the appropriate cost centre that they have ownership for.

Approval should be given using the CBO system and must be completed by the 20th
day of each month, so that the total expenditure can be properly debited in the same
month as the Bank is paid.

In the event of disputed or incorrect transactions, it is the cardholder's responsibility
to follow these up with the Supplier and, if necessary, Royal Bank of Scotland.

8.4 Actions by GPC Manager

Receive an encrypted bank file from Royal Bank of Scotland between the 11th - 15th

of each month supported by a separate electronic summary statement, of GPC
expenditure

Decrypt and upload the file to Card BackOffice.

Utilise the CBO system functionality to despatch electronic statements to cardholders
and then monitor and follow-up the verification and approval of the statements using
the CBO system functionality

Ensure that by the 20th of each month, each Approver has approved expenditure for
each cardholder within their budget/cost centre responsibility, using the CBO system

Where continued problems are experienced in the timely approval of statements
resulting in delays and reconciliation of accounts the GPC Manager has authority to
withdraw the GPC from the parties concerned.
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9. GENERAL INFORMATION

9.1 Disputes

If there is a problem with the quality or quantity of the goods or services supplied, you
must contact the supplier immediately to rectify the situation.

They may provide the cardholder with alternative or replacement goods, or credit the
GPC account.

Records and Transaction Log should be updated accordingly by the cardholder, and
they should also ensure that the refund appears on their next statement.

It is a VISA regulation that transactions should not be processed until the goods are
despatched. If items appear on the statement before the Goods are received, the
cardholder should inform the GPC Manager. Similarly, special care should be taken
when the goods are to be supplied in part-orders - the supplier should only claim
payment for that part of the order, which has been despatched.

If agreement cannot be reached with the supplier, the cardholder must contact the
Royal Bank of Scotland Customer Service desk at the number given in Appendix 1
providing full details of the dispute or the GPC Manager.

9.2 GPC Administration

A register will be maintained of all cardholders, their line managers, expenditure
approvers and their delegated representatives, together with relevant transaction and
monthly limits.

All transaction data will be monitored for GPC misuse and trends.

Certain management information can be supplied as required, for example numbers
of cardholders against specific cost centre codes, habitual non-verifiers and/or
approvers and other required details. Please consult the GPC Manager.

9.3 Transactions Declined

Suppliers may decline a transaction for the following reasons:

• Exceeding the cardholder's transaction limit
• Exceeding the cardholder's monthly credit limit
• Attempting to purchase goods, which fall outside authorised categories. All

cards are blocked for cash withdrawal.

If a transaction is declined, first check to ensure that the transaction and monthly limits
have not been exceeded. If in doubt contact the either Royal Bank of Scotland
Customer Service desk or GPC Manager to seek assistance.

9.4 Missing or Unrecognised Transactions

If there are transactions missing, which should be included in the statement, please
refer to Royal Bank of Scotland Customer Services Desk, who will investigate on the
cardholder's behalf. All records and supporting Transaction Log entries should be

Page I I of 16



amended to reflect what is actually on the statement and the transaction(s) brought
forward to next month's document file and or Transaction Log.

If there is a transaction on the statement the cardholder does not recognise, contact
the supplier, or Royal Bank of Scotland Customer Services Desk. Note your records/
Transaction Log identifying the item as disputed. Please note if you suspect the
transactions to be fraudulent contact the GPC team immediately.

9.5 Card Security Checks

Visa and other high street banks introduced a new fraud prevention measure. This is
based on the use of a Card Security Code and Cardholder Address Verification,
which merchants can opt to use to reduce the risk of fraud.

Merchants may ask additionally for the cardholder' Card Security Code. The Code is
the last three digits of the number on the card's signature strip. Or for Cardholder
Address Verification, this is the full cardholder statement address including postcode.
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Redacted under
FOI exemption
40(2).CIpsed

Appendix 1 until 2091

1. Useful Contacts

GPC Administration

The administration of the GPC programme in the National Archives is the
responsibility of Procurement Department. If at any time you have problems or
queries about any aspect of the GPC programme, please do not hesitate to contact:

For purchasing matters Head of Procurement ext
GPC Manager ext

For invoicing matters
CBO Administrator Financial Accountant ext[ ]

In addition to helping with any practical problems, which may arise, these contacts
will be pleased to receive any other comments, observations or suggestions you may
wish to make.

1.2 Disputed Transactions

In the event of disputed transactions, contact:

Royal Bank of Scotland - Customer Service Desk on:

Telephone: 0870 909 3702
Fax: 01702 278312

1.3 Lost/Stolen cards or to cancel a card(s) for any reason

To report a lost or stolen card:

• Cardholders are responsible for informing The Royal Bank of Scotland, Card Lost
& Stolen Line, immediately on 08706 000459. Please ensure you have the GPC
card number to hand, lines are open 7 days a week, 24 hours a day. The GPC
Manager must be notified.
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Appendix 2 - Cardholder's responsibilities

Cardholders are responsible and accountable for all purchases made using their card(s),
whilst their line managers/approvers have a responsibility to ensure that transactions are
appropriate and that all records are complete and accurate.

Cardholders must take the necessary precautions to prevent unauthorised use including:

• Keeping the card, card number and expiry date secure at all times. This includes
removing any card number, expiry date and CW appearing on financial records,
whether stored in paper format or electronically in Objective.

• Ensuring that the Card is not left unattended and in view on a desk work-surface or in
an unlocked drawer.

• Taking particular care when using a fax machine to confirm an order that copies or
originals containing card details are protected and not left unattended.

• Ensuring, if the card is kept in a wallet or purse, that it is kept separate from personal
credit cards.

Cardholders must safeguard their cards and take appropriate steps to prevent disclosure of
card details or of the GPC system.

The deliberate misuse of a card for personal gain is will constitute serious misconduct and
will be dealt with as laid out in the disciplinary rules of the Staff Handbook.

Cardholders are responsible for informing The Royal Bank of Scotland, Card Lost & Stolen
Line, immediately on 08706 000459 (any time day or night) and subsequently the GPC
Manager if you:

• Suspect your card has been lost or stolen or misused in any way. After reporting
the card missing, inform your line manager and the GPC Manager.

• Inform the GPC Manager if you change your name or transfer to another
job/branch, resign or if your employment is suspended or terminated

• If your card is cancelled for any reason, it should be cut it in half and the two
halves returned by secure means to the GPC Manager. Arrangements will be
then be made for a new GPC to be issued if appropriate.

• Ensure that procurement requirements and travel booking arrangements can be
dealt with if you are absent (e.g. another cardholder should be nominated to
purchase on your behalf). Alternatively, existing purchase order procedures must
be followed during your absence. It is your responsibility to ensure that your card
and its details are held securely and not used in your absence.

• Only use the GPC within the monthly credit limit, individual transaction limit and
spending categories set up for you. You must be in a position to check and verify
transactions made using the card either by retaining all supporting documents in a
dedicated file for later reconciliation against the Card BackOffice electronic
statement or by using an order record/transaction log to list all transactions. In all
cases a full audit trail must be maintained; all delivery notes/VAT invoices must be
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retained in a secure place to enable transactions to be verified against your
monthly statement within the set time limit.

Follow up and resolve any discrepancies on your monthly statement and any non-
receipt or incorrect receipt of goods or services as soon as possible after the
occurrence.

To obtain approval of the monthly expenditure shown on the statement and that
transactions and supporting documentation are correct, prior to verifying the
electronic statement on the CBO system.

Only use the card for procurement of goods and services for TNA use, following
the procedures set out in this Guide and TNA's general procurement procedures.

Only use the card for travel and subsistence expenditure for TNA, following the
procedures set out in this guide and TNA's general travel policy.
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Appendix 3 - Cardholder's Line Manager/Approvers responsibilities

The cardholder's Line Manager/Approver is responsible for:

1. For endorsing cardholders requests for a GPC card, where the request can be
justified.

2. Monitoring and checking that all transactions made by the cardholder/s under their
direct management conform to the rules and procedures set out in this guideline
document.

3. For ensuring that the transactions made were appropriate to the Department's
business needs.

4. For carrying out the checks above on at least a monthly basis and ensuring that:

• All transactions are covered by a transaction log entry.

• The necessary supporting documentation is complete, present and correct and
that it provides an accurate audit trail. All transactions should be supported by an
advice and/or a delivery note.

• Any discrepancies on the statement are followed up and resolved quickly by the
cardholder and that the transactions accurately reflect the total owed on the
statement.

• Cardholders falling under direct line management and/or control verify that all
CBO electronic statement items are matched by checking their transactions
against their Transaction Log, and supporting documentation. That the
expenditure is correctly authorised and that they verify that the record of
transactions on the monthly statement are accurate and complete using the CBO
system.

5. For validating requests for higher or lower transaction and monthly credit limits than
the standard levels.
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